1. Job Title & Position Information
Job Title: Cybersecurity Specialist.
Reports To: Urian Sanchez.
Employment Type: Salaried, Full-Time.
Schedule: Monday through Friday, 8:00 a.m. to 6:00 p.m.
Location: Remote.
Compensation: Salaried; $32,000 annual salary.
2. Position Summary
The Cybersecurity Specialist is responsible for protecting the organization’s systems, networks, and data from security threats. This role oversees security monitoring, vulnerability management, incident response, compliance alignment, and implementation of cybersecurity best practices.
The position supports the organization’s security posture by proactively identifying risks, strengthening controls, and ensuring adherence to internal policies and regulatory requirements. The Cybersecurity Specialist will work closely with leadership and IT teams to maintain a secure and resilient technology environment.
3. Core Responsibilities
3.1 Security Monitoring & Threat Management
· Monitor networks, systems, and endpoints for suspicious activity.
· Investigate security alerts and respond to incidents in a timely manner.
· Escalate critical threats and coordinate remediation efforts.
· Maintain logs and incident documentation.
3.2 Vulnerability Management & Risk Assessment
· Conduct regular vulnerability scans and security assessments.
· Identify, prioritize, and remediate system weaknesses.
· Support patch management processes.
· Maintain risk registers and mitigation plans.
3.3 Systems & Security Tools Administration
· Manage and maintain firewalls, antivirus, endpoint protection, and other security platforms.
· Configure and monitor access controls, MFA, and user permissions.
· Ensure secure configuration of remote environments.
· Evaluate and recommend new cybersecurity tools as needed.
3.4 Compliance & Policy Enforcement
· Ensure compliance with company policies and cybersecurity standards.
· Assist in implementing and maintaining security frameworks and best practices.
· Support audits and provide required documentation.
· Promote data protection and privacy standards.
3.5 Training & Awareness
· Provide cybersecurity awareness training to employees.
· Develop best-practice guidelines for password management, phishing prevention, and secure data handling.
· Conduct simulated phishing or awareness campaigns as needed.
3.6 Incident Response & Recovery
· Develop and maintain incident response procedures.
· Participate in containment, eradication, and recovery efforts.
· Conduct post-incident analysis and recommend improvements.
4.  Short-Term Expectations (First 30 Days)
Within the first 30 days, the Cybersecurity Specialist will:
· Security Assessment
· Review current cybersecurity tools, configurations, and policies.
· Identify critical vulnerabilities or compliance gaps.
· Access & Control Review
· Audit user accounts, permissions, and remote access controls.
· Ensure proper MFA and password policies are enforced.
· Monitoring Baseline
· Establish monitoring dashboards and alert thresholds.
· Document current system security posture.
· Incident Response Review
· Review and update incident response procedures.
· Establish documentation standards for security events.
· Initial Report to Supervisor
· Deliver an initial cybersecurity assessment report to Urian Sanchez with identified risks and recommended action steps.
5. Long-Term Plan & Growth Objectives
5.1 Security Posture Enhancement
· Strengthen endpoint and network protection measures.
· Reduce security vulnerabilities through proactive mitigation.
· Improve response time to incidents.
5.2 Compliance & Best Practices
Align cybersecurity operations with recognized frameworks and industry standards.
Ensure ongoing policy updates and regulatory compliance.
5.3 Continuous Improvement
· Implement automation tools to improve monitoring efficiency.
· Conduct periodic risk assessments and penetration testing.
· Establish measurable cybersecurity KPIs.
5.4 Performance Targets
· Reduce number of critical vulnerabilities.
· Improve incident response time.
· Maintain 100% completion of required security training.
· Ensure full compliance with internal security policies.
6. Weekly & Monthly Deliverables Plan
6.1 Weekly Deliverables
Each week, the Cybersecurity Specialist is expected to:
· Review and respond to all security alerts.
· Update vulnerability and patch management status.
· Document incidents and remediation steps.
· Conduct system access reviews as necessary.
· Provide a brief weekly security summary report to Urian Sanchez including:
· Security incidents
· Vulnerabilities identified and resolved
· Risks or emerging threats
· Recommended actions
6.2 Monthly Deliverables & Review
At the end of each month:
· Security Performance Report
· Summary of incidents, vulnerabilities, and resolutions.
· Risk trend analysis.
· Compliance status update.
· Policy & Compliance Review
· Confirm adherence to security policies.
· Recommend policy updates if needed.
· Tool & System Effectiveness Review
· Evaluate performance of cybersecurity tools.
· Propose measurable improvements.
· Monthly Review Meeting
· Meet with Urian Sanchez to review:
· Security posture
· Risks and mitigation plans
· Resource or system needs
· Strategic security improvements
7. Work Expectations & Availability
This is a salaried leadership-support role. While the standard schedule is 8:00 AM – 6:00 PM, flexibility may be required to respond to urgent security incidents or critical system events outside normal business hours.
8. Qualifications
· 3+ years of experience in cybersecurity or information security roles.
· Strong knowledge of network security, firewalls, endpoint protection, and cloud security.
· Experience with vulnerability management tools and SIEM platforms.
· Understanding of cybersecurity frameworks and best practices.
· Strong analytical and problem-solving skills.
· Excellent communication and documentation abilities.
